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Abstract: Privacy protection is very important in traditional fields such as finance and medical
treatment, and it has been paid more and more attention in e-commerce and social network. Privacy
protection technology needs to ensure both data use and privacy data security. In order to make the
protected data still worth reading, previous scholars used data desensitization to maintain data
integrity. In real life, multiple roles can be set for application systems, and different system access
rights can be set for different roles. The role-based privacy data dynamic desensitization method
and system proposed in this paper is designed to provide users with desensitized and protected
security data sets while maintaining plaintext real data in the production database.

I. INTRODUCTION

At present, the Internet has produced quite large data, which contains privacy information.
However, the incident of privacy leakage caused by insufficient protection of personal data is
continuously increasing, which seriously affects people's life. The commercial value of user data has
gradually formed a chain that collects, stores, sells and uses privacy data. In order to seek benefits,
hackers steal user data for sale or extortion. On June 2, 2017, hackers attacked a plastic surgery
hospital in Lithuania, stealing more than 25,000 private photos and private information, and asking
the hospital and individuals for a ransom. Some insiders also use their positions to sell user data for
high profits.

In an enterprise, different users or applications could access the database. The data in database
may contain a large amount of personal privacy. If the manager cannot manage these data effectively
and securely, it will cause a privacy disclosure. In real life, we can set multiple roles for an
application system such as administrators, common users, and VIPs, then assign different system
access permissions for those roles, and finally assign roles to users who will access the system, to
implement role-based system access control.

In order to make the protected data still have reading value, many scholars use data
desensitization ™ to transform and modify sensitive data under given rules and strategies to achieve
protection of private data.

Because different roles have different protection requirements for the same or different data, this
paper studies the privacy protection method from the perspective of roles based on the data
desensitization. This paper studies the role-based privacy protection method by dynamic data
desensitization technology.

Il. RELATED WORK

Privacy protection was significant in traditional fields such as finance and medical care, and had
become more and more popular in e-commerce and social networks . Privacy protection
technology requires both data usage and privacy data to be secure. According to different
technologies, data distortion ), data encryption !, restricted release '), data anonymity®®*” and
other privacy protection technologiest* have emerged.

Currently, the research directions of privacy data protection mainly include general privacy data
protection technology, privacy mining protection technology, privacy data release protection
technology and privacy data protection algorithm. The specific content is shown in Table 1:
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In 2011, Pomroy S P et al. *¥ proposed data desensitization methods and systems, and designed a
system to support data desensitization technology, which further pointed out the feasibility of data
desensitization technology. In 2013, Barbas P et al. ! used data desensitization method to achieve
the protection of sensitive data. Their method desensitizes the privacy in the QUERY results to
ensure the security of private data.

In 2015, Noel HE D'Costa et al. % and others proposed a consistent data desensitization method,
which advocates each service provider to provide different types of data desensitization methods for
data objects, so that desensitized data remains relevant integrity. In the same year, Shukla M et al. &
applied dynamic data desensitization technology to protect private data, and dynamically identify
and desensitize private data when using data in a production environment.

TABLEI. Research Direction Of Privacy Data Protection Technology

research direction Related work

general privacy data Data Anonymity™™ " Data Disturbance ®!, Data
protection technology Randomizationt”, Data Substitution ©!, Data Encryption 2%

Privacy data mining Association rules® " data classification, data clustering ™
protection technology

Privacy data release k-anonymity!®™1, t-closeness!”®?4. I-diversity!®* %!, m-
protection technology invariance!®®

Privacy data protection Data Anonymity'“", Differential Privacy Algorithm *=*,
algorithm Mondrian
111. OVERALL STRUCTURE

The goal of the role-based privacy data dynamic desensitization method we proposed in this paper
is to provide users with desensitized and protected data sets while storing raw data in the production
database. At the same time, users with different roles require have different privacy data protection
levels. Figure 1 depicts the system structure of the role-based sensitive data dynamic desensitization
protection technique. The application submits the SQL request to the server. The server obtains all
the query field names in the SQL query statement, and identifies the sensitive data fields according
to the role of the user. Then, according to the corresponding desensitization function name and
parameters in the lookup table, the server will modify the sensitive data, and then submit the SQL
statement to the database. The database in the system stores the plaintext raw data.

Database

Client

Figure 1. Overall structure
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1IV. IMPLEMENTATION PROCESS

First, for the relational database, the system administrator needs to set the user roles, tables,
sensitive fields, desensitization function names, and desensitization parameters, and save them in the
lookup table; for non-relational databases, the system administrator needs to set the user roles,
sensitive data definitions, desensitization function names, and desensitization function parameters,
and save them in the lookup table. Then, we can hash the contents of the lookup table according to
the hash algorithm, and save the hash value in the database.

This section only introduces the privacy data protection in the relational database in detail. It
consists of the following four specific processing steps, as shown in Figure 2.

Submit a request

!

Calculate the hash value of the lookup table according to the set hash
algorithm, read the previously stored lookup table hash value, and
compare the two hash values

Two hash values are equal
N

Yes
\ 4

0
Report error

Get the user's role information

N

No

The request type is select

Yes
A 4

Get all fields except the condition field, define the table nameas T

Thereis a next
operation field

Yes

A 4

Define this field as C. Compare the role, C column name and table name T
in the lookup table to see if there is a corresponding value.

Yes

The desensitization function corresponding to the C column name is set to
F, the desensitization function parameter is set to P, and the column value
corresponding to this column is replaced with F(C, P).

A
v

Form a SQL statement, submit the database

Figure 2. Processing flow chart
Specific steps are as follows:
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1. Submit a query request: the client program initiates a query request;
2. Verify lookup table integrity:

The data processing unit in the server reads the lookup table, and calculates the hash value of the
content of the lookup table according to the hash algorithm. Then the unit retrieves the hash value of
lookup table stored previously from the database, and compares the two to verify the integrity of the
contents of the table. If the two values are not consistent, the verification fails and an error appears.
The lookup table is shown in Table 2.

TABLEIl.  Lookup Table
Role Table Name | Column Name Function Parameter
customer user name shield
customer user age generalize 2
VIP user name shield
VIP user age generalize 2

3. Process the SQL statement and identify and modify the private data in the action field in the
SQL statement according to the user’s role:

If the SQL statement is a SELECT request, it will obtain the user's role information according to
the login information of the user, and then obtain all the query fields and tables in the SELECT
request. Next, the server searches query field value respectively in the lookup table according to the
role information and the table information. Then the server obtains the corresponding desensitization
functions and desensitization function parameters. The server replaces the value corresponding to the
field name with desensitization function (desensitization function parameters , value), and finally
assembles them into a SELECT statement.

If the SQL query request type is not a SELECT query request, the server will not process it.

For example, the server receives a SELECT query request, “select name, age from user where id
=47,

The server obtains the user's role as the customer according to the user's login information. Firstly,
according to (customer, user, name), the desensitization function “shield” and the parameter are
obtained in the lookup table. Secondly, it uses the function “shield” to replace the name as shield
(name, null). According to (customer, user, age), the server get the desensitization function
generalize and parameter 2. It uses the generalize function to replace the age as generalize (age, 2),
and finally it changes the SELECT request to “select shield (name, null), generalize (age, 2) from
user where id = 4,

4. Submit the modified SQL statement to the database. The desensitization functions are stored
in the database. The database will use the desensitization function to desensitize the select result and
then send the desensitized data the server. Then the server sends the select result to the client.

V. ATTACK MODEL AND SECURITY ANALYSIS

In this paper, we study the dynamic desensitization protection method based on the role. This
method has the characteristics of maintaining the readability after the desensitization protection, and
can provide different protection degrees for different roles.

This section introduces the attack model that this method may suffer from, and analyzes the
security of the corresponding attack model to prove the security of the method.
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1. Attack model: Crack the desensitization function

Figure 3 is an attack flow chart for cracking the desensitization function. The specific process is
as follows:

1) Malicious hackers crack the desensitization function
2) Malicious hackers intercept network traffic by illegal means

3) Malicious hackers restore the acquired data to real data
0

w Client Server

Query private

information Query private
information

Query result

=

Query result ~

Attack:
Crackthe
N\ desensitization function
and restore the
desensitized data to real
data

Figure 3. Crack the desensitization function
2. Security analysis

This method assigns different desensitization functions and desensitization parameters for the
same sensitive fields according to different roles. When the malicious hackers crack a desensitization
function, since we use various desensitization functions to protect sensitive data, it is necessary for
the hacker to crack all the desensitization functions to achieve a successful attack, otherwise the
attack is invalid. If we use many desensitization functions, it almost be impossible for a hacker to
crack all the desensitization functions without being found.

VI. RESEARCH CHARACTERISTICS

This paper studies the role-based dynamic desensitization method for sensitive data. The database
saves the raw data, so it will not affect the insert processing efficiency in an actual working
environment. Only when a user reads the data, the system judges whether the user's role, the
operation table and the field are sensitive, and processes the sensitive field values. The
desensitization functions are stored in the database. The database will use the desensitization
function to desensitize the select result and then send the desensitized data the server. The
desensitization functions can get protected by the database security strategy.

The method proposed in this paper can set different desensitization methods for different fields
according to different roles to meets different degrees of requirements. If a hacker wants to restore
network traffic to the real data, he has to crack all the desensitization functions, so the security of the
method increases if we use many desensitization functions.
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